Trafficking in counterfeit products harms the public both directly, through the sale of dangerous parts and products, and indirectly by providing financing support to violent organizations and by undermining legitimate economic activity. Moreover, the social harms from the trafficking in counterfeit, pirated and otherwise contraband (untaxed) consumer goods falls disproportionately on predominately African American communities which are targeted by the traffickers as venues for their crimes.
Effectively countering the counterfeiters will require, as described in the President's Strategy, building "international consensus, multilateral cooperation, and public-private partnerships to defeat transnational organized crime." 2 In terms of specific policies and actions, effectively countering the counterfeiters will require:
1.
Consumer refusal to buy counterfeit/contraband/pirated products;
2.
Enhanced law enforcement actions by all levels of government against counterfeiters; and 3. Federal regulatory policies that limit the opportunities for counterfeiting.
1.
Is an intellectual property violation which causes revenue loss from the lawful property owner;
2.
Is not made to a genuine product's quality standards, thus posing threats to public health and safety;
3.
Is often sold without all legally required taxes resulting in reduced government revenues leading to reduced services and/or higher taxes on law abiding citizens;
4.
Produces profits from the illegal sales which are "laundered," a process that the Treasury Department's Financial Crimes Enforcement Network (FinCEN) explains "has devastating social consequences;" 3 and
5.
The laundered profits frequently fuel transnational organized crime. 4 With respect to the economic harm from counterfeit/pirated 5 products, the US government estimates that " [c] ounterfeiting and piracy cost the U.S. economy between $200 billion and $250 billion per year, are responsible for the loss of 750,000 American jobs, and pose a threat to health and safety." 6 By 2015, the global trade in counterfeit and pirated products is grow to $1.5 trillion. 7 As illustrated in Figure 1 on the next page, counterfeit products harm public health both directly and through the activities of the organized crime groups which traffic in counterfeit products, often as part of a larger financing strategy which is underpinned by money laundering.
Counterfeit products endanger public health when they are placed into service in a safety-related capacity, such a aircraft fasteners or electronics parts in an emergency communications system, or when they are consumed as in the case of counterfeit medicines and certain other consumer products such as alcohol 8 and tobacco. 
Figure 1
Rather than focusing on the economic harms from counterfeiting, which have been extensively studied, 10 this paper will focus on the less studied issue of how counterfeit products directly and indirectly threaten public health and safety. Moreover, although this paper will discuss various types of counterfeit products, it will focus the greatest attention on counterfeit products which receive the least attention but play an important role in financing international criminal organizations.
Counterfeit Products Trafficked by Organized Crime

Counterfeit Parts
A 2012 report by the Senate Armed Services Committee discussed the "flood" of counterfeit electronic parts (electronic parts being only one type of parts/supplies which are counterfeited) and determined that the problem is of substantial magnitude. 
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In addition to discussing some of the economic consequences of counterfeits, the report also discussed some of the direct dangers to US citizens from counterfeit parts in the military supply chain.
The President of the Semiconductor Industry Association likened using counterfeit parts to "playing Russian roulette," explaining, "[w]ith luck, the chip will not function at all and will be discovered in testing. But in some cases the chip may work for a while, but because of the environmental abuse it could fail at a critical time when the product containing the chip is stressed -as in combat."
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A Task Force on Counterfeit Parts established by the American Bar Association's Section of Public Contract Law recently noted that "No type of company or organization has been untouched by counterfeit electronic parts. Even the most reliable of parts sources have discovered counterfeit parts within their inventories." 13 Although the ABA report's focus was on use of counterfeit parts in national defense applications, the paper reveals how very many industries are affected by counterfeit parts. The public dangers posed by counterfeit parts in the energy industry, described below by the ABA, is disturbing but not surprising and is notable for helping illustrate the extraordinarily wide-ranging scope of parts which may be counterfeit. 14 As the ABA Task Force pointed out, even the construction industry needs to be concerned with counterfeit parts and equipment.
DOE
Although it is difficult to imagine a "counterfeit" building, the construction industry is just as prone to counterfeit parts -particularly with regard to construction materials and electronic building systems -as any other industry.
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It is important to note that virtually everyone is at risk from counterfeit parts as illustrated by the following statement from the United States Attorney's Office -Eastern District of Michigan. 18 These organized crime rings are a serious threat to US and international security. It is in response to the national security threats posed by organized crime that President Obama established a White House strategy to combat transnational criminal organizations.
Two Metro Detroit residents face criminal charges following their arrests
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Counterfeit Pharmaceuticals
As is the case with parts, pharmaceutical products are also extensively counterfeited. 
Counterfeit Cigarettes and Counterfeit Tax Stamps
A counterfeit product that has received relatively little attention is cigarettes, perhaps because even the authentic products are so highly hazardous. Counterfeit cigarettes are, however, orders of magnitude more dangerous than legal products. Moreover, counterfeit cigarettes along with other forms of contraband (untaxed) tobacco, is the leading edge of a crime wave that is helping fuel organized crime around the globe.
The sale of counterfeit cigarettes is often abetted by the production and use of counterfeit tax stamps. An example of the extent to which tax stamps are counterfeited is illustrated by the experience of New York State:
The It's estimated that 40% of the cigarettes sold in New York City have counterfeit tax stamps 29 which may be affixed to either counterfeit or illegally transported cigarettes.
As was noted earlier, counterfeiting is particularly serious crime because it triggers a series of other crimes. For example, the production and sale of counterfeit cigarettes creates demand for counterfeit tax stamps which, in turn, results in at least four types of harm:
< Abetting the illegal sale of hazardous products; < The loss of state and local tax revenue; < Providing counterfeiters with highly profitable experience in forging government documents which can than be applied to forging other government documents, such as drivers licenses; and < Counterfeit drivers licenses, as The Washington Post reported, are used to commit an array of crimes ranging from underage drinking to credit card fraud.
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Health Hazards of Counterfeit Cigarettes
The particular health hazards associated with counterfeit cigarettes, as described in the peer reviewed literature, have been discussed in detail in CRE's Monograph, An Inquiry into the Nature, Causes and Impacts of Contraband Cigarettes. 31 Although the Monograph should be consulted for in-depth analysis of counterfeit cigarette-specific health hazards, the Figure 2 below (Monograph, p. 7) derived from data in a peer reviewed study by US Centers for Disease Control and Prevention (CDC) researchers provides an indication of the hazards by comparing the lead levels of lead in counterfeit and authentic cigarettes. The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) has reported that, in addition to having higher levels of lead, cadmium and other toxic metals, counterfeit cigarettes are higher in nicotine than legal products 32 which would make them more addictive, a particular concern since counterfeit cigarettes are often purchased by underage buyers since criminals don't check their customers' age.
Despite the work by researchers at CDC and other government and university laboratories discussed in the Monograph, there is much that is not known about the health effects of counterfeit cigarettes. For this reason, CRE has called for additional federal research on the health hazards of counterfeit cigarettes. 33 Recent media reports on the contaminants found in counterfeit cigarettes have further highlighted the need for additional research on counterfeit cigarettes. The following are a half-dozen examples from a halfdozen countries of reports on the contaminants and particular hazards from counterfeit cigarettes.
From: The Australian (Australia) • This does more than result in a cigarette that is less pleasant in taste; serious health risks are implicated by counterfeit cigarettes.
• Contaminants and excessive levels of cadmium, thallium and lead have been found in counterfeit cigarettes.
39
Counterfeit and Contraband Cigarettes -Differences and Similarities
Counterfeit cigarettes are a subset of the larger issue of contraband tobacco. Contraband tobacco refers to tobacco (primarily cigarettes and loose tobacco for roll-your-own cigarettes) on which all required taxes have not been paid. Although not all contraband cigarettes share the extreme health hazards of counterfeit cigarettes, they do share some health-related commonalities. For example, a study in the journal Nicotine & Tobacco Research found that Australian smokers of the unbranded contraband cigarettes known locally as "chopchop" had significantly worse health than other smokers. Specifically, the study found that
relative to smokers of licit tobacco, current users of illicit tobacco had significantly greater odds of beginning smoking at younger than legal age, 60% greater odds of reporting below-average social functioning on the SF-8 [a standardized health survey], and nearly twice the odds of reporting a measurable disability.
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The study explained that is chop-chop is "sourced from unlicensed domestic growers or suburban homegrown production." Moreover, the study's authors point out that chop-chop "is similar to contraband tobacco in Canada sourced from domestic production by illegal manufacturers."
43 Thus, the elevated health hazards from unbranded contraband cigarettes above and beyond the health hazards of legal cigarettes is not limited to Australia.
An additional substantial health hazard from contraband cigarettes irrespective of their country of origin is from their being sold to underage smokers. As was noted, illegal sellers of cigarettes, don't adhere to age restrictions. From a law enforcement perspective, the most significant commonality between counterfeit and other contraband cigarettes is that, irrespective of whether the illicit transport and sales are domestic or international, both types of cigarettes are trafficked by transnational criminal organizations.
A Research Letter in the Canadian
It is because counterfeit and other contraband cigarettes are at the nexus of so many different crimes and threats to national security, from terrorism to drug trafficking, that contraband tobacco requires particular attention from:
Federal, state and law enforcement;
2. Government policy officials; and 3.
The public who purchases illicit tobacco, often without realizing the chain of crimes involved and the consequences.
There are three key issues with respect to the criminal organizations trafficking in cigarettes: 
The Myth that Counterfeiting and Piracy are Victimless Crimes
The question arises as to why, given the close links between tobacco smuggling and violent organizations does cigarette trafficking receive relatively little attention? Part of the answer, as previously noted, is that cigarettes are an inherently hazardous product. Another part of the answer, however, is found in the myth that the sale of counterfeit and other contraband cigarettes is a victimless crime.
A consultant the IHS Jane's Information Group and writer for several trade publications explained the victimless crime myth by stating:
The contraband of tobacco products internationally has attracted little interest on a media level, although it constitutes an important and increasing form of revenue for a variety of illicit actors, be they organized crime figures, terrorists or extremist sects. In contrast to narcotics trade or human trafficking, tobacco smuggling constitutes no obvious social threat; nevertheless, these activities are conducted by the same people who run the bulk of other dangerous illicit trades, while fueling governmental corruption in developing nations.
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The Department of Justice is long on record making the same point, 
"Tobacco diversion is not a victimless crime," said ATF Special Agent in Charge Rich Marianos. "Depriving the government of tax revenue impacts the funding of necessary services for our citizens. Many times these investigations also lead to the funding of violent criminal organizations."
"There is a commonly held view that dealing in imported cigarettes is a victimless crime which doesn't do any harm.
"The perception of a 'Robin Hood' type figure, not paying tax to the government so they can sell them cheaply to the poor is totally false as it affects the livelihood of other local shops who sell cigarettes." 74 The mistaken view that the purchase of contraband tobacco is a victimless crime is a subset of the larger problem which is that a significant share of the public views the purchase of counterfeit/pirated products as victimless crimes,
Bob Barchiesi has a saying: "If you can make it, they can fake it."
That was apparent yesterday as more than 400 people from 50 countries gathered for an international intellectual property crime conference in Halifax.
On display were everything from fake handbags to fake circuit breakers -and many of them were indistinguishable from the real thing. 
"If you knew where your money was going, you'd probably think twice about (buying counterfeit goods)," said Barchiesi, president of the International
The Victims of Contraband Cigarettes: Disproportionally Young and African American
The victims of contraband cigarettes are numerous and diverse. Everyone who smokes extraordinarily toxic counterfeit cigarettes is a victim as is every underage person who illegally purchases cigarettes from a contraband vendor. Cities and states are victims of the massive lost tax revenues. Mark Quinsey and Patrick Azimkar of British 38th Regiment Royal Engineers whose murders were funded by cigarette trafficking are also victims of the trade.
While the victims of trafficking in counterfeit and other contraband cigarettes are numerous, taken as a whole, they have clear demographic characteristics. As the previously discussed article in the Canadian Medical Association Journal explained, citing an article in Tobacco Control, the young are particularly victimized by the availability of contraband cigarettes stating that a new study "increased the estimate of the share the share of the youth market accounted for by contraband cigarettes to 43%."
The contraband cigarette also disproportionately impacts lower income and non-white citizens. An article published in the American Journal of Public Health analyzing the contraband cigarette trade in New York City summarized its results by stating:
A large tax increase led to what focus group participants described as a pervasive illegal cigarette market in a low-income minority community. 
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While smokers that were included in the study's focus groups cited the lower price of illicit cigarettes as an attraction, they also highlighted the fact their economic status was the reason the contraband dealers were in their neighborhood. As one woman explained, The study's subjects were also keenly aware of the racial aspects of the illegal sale of cigarettes and the role that race, economic status and discrimination play in causing African Americans to smoke and in the availability of contraband tobacco: One of the ways in which street level contraband dealers increase the availability of cigarettes is by breaking up packs of smuggled cigarettes and selling them individually. The term for such cigarettes is "loosies" for loose cigarettes. The availability of illegal loose cigarettes allows people to buy one or two cigarettes at a time rather than spending the much larger sum that would be needed to buy an entire pack.
"It's been about 4 months since I stopped buying packs. I buy loose cigarettes." (Female nonsmoker, 25-49 years)
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The New York Times ran a profile on an African American contraband cigarette vendor, Lonnie Warner. In 2011. Mr. Warner, who is better known as "Lonnie Loosie" because he specializes in the sale of loose cigarettes, buys smuggled menthol cigarettes for a little over $50/carton and "then resells them for 75 cents each, two for $1 or $8 for a pack ($7 for friends)." 84 According to Mr. Warner, "he and each of his two partners took home $120 to $150 a day, profit made from selling about 2,000 cigarettes, mostly two at a time. Each transaction is a misdemeanor offense." Thus, the illicit cigarette vendors discussed in the story are engaging in nearly 1,000 illegal cigarette transactions a day.
With crime comes punishment. Mr. Warner is frequently arrested. He "recalls being arrested 15 times, generally on the charge of selling untaxed tobacco." Punishment "usually means a few days in jail on Rikers Island, or a week of community service, some of it spent sweeping cigarette butts."
There are three key lessons to be learned from the story of Lonnie Loosie: The specific issue of limited economic opportunities for disadvantaged citizens and the larger issues of racism and the daily burdens associated with in living in a disadvantaged community are crucial to understanding both the contraband cigarette market and the prevalence of smoking among African Americans. Moreover, any fair assessment of the victims of the illegal trafficking in any contraband item, whether cigarettes or narcotics, needs to recognize the fact that it is disproportionately African Americans who go to prison. As one the participants in the Shelley (2007) The statement by the study participant that "the most people they're grabbing and putting in jail are people of color" is based on fact. The Fair Sentencing Act was passed by Congress and signed into law in 2010 because of the extreme racial disparities in punishment for African Americans who sold cocaine in the form most common in lower income communities compared with the punishment for whites holding the same quantity of the drug in the form most common in upper income environments. 
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The racial disparity in sentencing occurred even though a 1997 study "examined the addictive nature of both crack and powder cocaine and concluded that one was no more addictive than the other."
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Moreover, the racial disparity in sentencing for the sale of contraband items is not unique to cocaine. As National Public Radio noted in a discussion of the Fair Sentencing Act, possession, and other drug offenses" 46% where Black and only 28% were White. 92 Thus, there is a sharp racial divergence between the people who commit substance-related crimes and those who go to prison for the offenses -a fact which needs to inform federal development of substance-related legal policies.
Will Menthol Smokers be the New Contraband Victims?
The Advising the FDA on the menthol issue was a Tobacco Products Scientific Advisory Committee (TPSAC) authorized by the Tobacco Control Act. After reviewing evidence presented to the committee at a series of public meeting, the TPSAC said in their final report that, TPSAC acknowledges that the potential for contraband menthol cigarettes exists, should FDA choose to implement a ban or take some other policy action that restricts availability of menthol cigarettes.
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The TPSAC did not, however, reach any conclusions regarding the size and scope of a contraband market for menthol cigarettes. Instead, the committee stated that they were "not constituted to carry out analyses of the potential for and impact of a black market for menthol cigarettes" and "concluded that FDA would need to assess the potential for contraband menthol cigarettes as required by the Act." Table 9 . 93 TPSAC, "Menthol Cigarettes and Public Health: Review of the Scientific Evidence and Recommendations," p. 227. 94 Ibid., p. 225.
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The Center for Regulatory Effectiveness Figure 3 estimated that African American neighborhoods would be the focal point of contraband sales organizations in event of a menthol ban.
CRE found that, even though whites, Asians, Hispanics and African Americans currently purchase contraband tobacco at about the same rate, it is African Americans who are most likely to purchase contraband menthol cigarettes as illustrated in Figure 3 (appearing as Figure 13 in the Monograph).
CRE projected that, if there were a menthol ban, it would be African Americans who would disproportionately purchase contraband tobacco even though whites would be, by far, the primary purchaser of illicit cigarettes as illustrated in Figure 4 (appearing as Figure 17 in the Monograph).
Figure 4
Counterfeit and other contraband tobacco needs to be subjected to increased law enforcement attention at all levels of government. As President Obama stated in the Executive Order about transnational criminal organizations that traffic in illegal cigarettes, drugs, weapons and humans, they "constitute an unusual and extraordinary threat to the national security, foreign policy, and economy of the United States..." An increase in the contraband cigarette trade resulting from a menthol cigarette ban, however, would mean that the social burden of those enhanced law enforcement efforts would be experienced predominantly in lower income, largely minority communities.
According to data from HHS/CDC presented to the TPSAC, adult white menthol smokers outnumber adult African American menthol smokers by 1.8:1. Among underage menthol smokers, whites outnumber African Americans by 4.7:1.
95 Experience with illegal substances strongly suggests, however, that those who are subjected to law enforcement actions for contraband tobacco in event of a menthol ban would not be predominately white. This is particularly true given the relative lack of access in disadvantaged communities to tobacco cessation programs and other social support services.
The concerns regarding the impact of a potential menthol ban go far beyond law enforcement issues. As was explained above, in event of a ban on legal menthol cigarettes, contraband tobacco dealers will be even more prevalent in African American communities and will enjoy even larger financial rewards.
The likely impacts of a menthol ban would include:
< More criminals selling cigarettes to children -contraband dealers don't adhere to age restrictions.
<
More cigarettes with extreme levels of lead, cadmium and other toxics as well as potentially higher levels of nicotine.
< More street level hawking aka advertising, of cigarettes. As a participant in the Shelley (2007) study explained,
"How could we all forget the biggest advertisement going now when you pass the corner on the street (mimics people selling cigarettes). That's the new advertisement, the people who sell them. (Female nonsmoker, >50 years)
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< More cigarettes sold as singles, aka loosies, increasing their affordability.
< More money going to organized criminal groups to finance other criminal activities.
< More money laundering activities.
In short, the bad guys ranging from Los Zetas to Hezbollah would be the beneficiaries of a ban on menthol cigarettes. Everyone else would lose.
